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PABOYASA NMPOrPAMMA YYEBHOW OUCLUUNIUHDBI
51.B.09 NHdopmaumoHHasa 6e30nacHOCTb U 3almTa Hdbopmaumm

1. Kog u HaumeHoBaHMe HanpaBneHus nogrotoBku: 38.04.01 3koHOMUKKa

2. Mpodunnb NOAroToBKM: IKOHOMUKA OpraHn3aLmm N pbIHKOB

3. KBanudukauma BbinyCcKHUKaA: MarucTp

4. dopma ob6y4eHUs: oyHas

5. Kacdbegpa, oTBevarowas 3a peanusaumio QUCLUNMINUHBbI: Kadeapa 9KOHOMUYECKON TEOPUN U
MWPOBON 3KOHOMUKMN

6. CoctaButenu nporpammbl: Macrnosa M.W., npenogasatens kadeapbl 3KOHOMUYECKOW TEO-
pUM N MMPOBON 3KOHOMUKM

7. PekomeHpgoBaHa: Hay4yHO-MeTOOMYECKMM COBETOM 3KOHOMMYeCKoro pakynbteta BIY ot
20.04.2023 r., npoTtokon Ne4

8. YuebHbIn roa: 2024/2025 CemecTp: 3



9. Llenn n 3apaum y4e6HON ANCLUUNIIUHDI:

Llensmu oceoeHusi y4ebHoU OucyurniuHbl S611siK0mcs:

- aHanu3 n 1cnonb3oBaHMe PasnUYHbIX UCTOYHUKOB MHAOPMaUMnN ¢ y4eToM TpeboBaHUN
MHdOpMaLUNOHHOM 6e30MacHOCTM U 3aWmnTbl HOpPMaLUW;

- OBfafieHMe MeToAaMn peLLeHns nccrneaoBaTenbCkuxX 3agad ¢ NpMMEHeHneM annapara,
NCNOoNb3yeMOoro nNpu NPOEKTMPOBaHNN 1 peanm3aumm CUCTeM 3aLmnTbl MHOpMaLnn.

3adayu y4yebHoU OuUCUUMNIUHBI:

- 03HAKOMUTb CTyAEHTOB C O6LMMKN Bonpocamu MHGOPMaLUMOHHON 6e30MacHOCTU, Kpun-
TONnorMK, cteraHorpacdmm onst OCyLWEecTBEHUSI XPaHEHNS U apXUBUPOBAHUS OOKYMEHTOB U WH-
dopmauuu;

- NpnobpecTn HaBblKM Moucka MHOPMaLMKM C MCMNONb30BAHNEM OTKPbITbIX UCTOYHUKOB
MHpopMauun 1 cneumanmampoBaHHbiXx 6a3 AaHHbIX C y4eTom TpeboBaHMi MH(OPMALMOHHOM
6e3onacHOCTM 1 3aWunTbl MHHOPMaLNK;

- NONYYNTb HaBblkM 06PabOTKM NONYyYEHHbIX AAaHHbBIX NMPUHMMasa BO BHMMaHWe TpeboBaHusA
MHdOpMaLUNOHHOM B6e30MacHOCTN.

10. MecTo yyebHon aucumnnuHbl B cTpyktype OOI: ancumnnuHa «NHdopmaumoHHaa Ges-
ONacHOCTb U 3awuTa nHdopmaLmm» BXOAMT B BapMaTMBHYO YacTb 6roka b1.

11. MnaHupyemble pe3ynbTaTbl 06y4YeHMA no AucuunnuHe/Mmoaysnio (3HaHWUSA, YMeHus,
HaBblKW), COOTHECEHHbIEe C NNnaHUpyeMbiMU pe3yrbTaTaMuM OCBOEHUsI oGpa3oBaTeribHOW
nporpamMmbl (KOMNETEHLUUAMU) U MHAUKATOPaMM UX AOCTUXKEHUA:

HasBaHue kom-

Kog Koabl | hgukaTopbl MnaHnpyemble pesyrnbTaTbl 00y4YeHUs

neTeHumu

MK-2 |CnocobeH  co-|K-2.1|Ocywecte- |3HaTb: cpeacTsa U MeToabl NpeaoTBpaLLeHns N oOHapyxe-
6paTb 1 npoaHa- nseT XpaHe- |HUS BTOPXKEHUIN; TEXHUYECKNE KaHarbl yTeYKn nHdopmaumm;
nnsuposaTtb HME W apXu-|BO3MOXHOCTU TEXHUYECKMX CPeAcTB nepexesaTta MHdopma-
OaHHble ans BMpPOBaHME  |LMKM; CNOCOBbI N CpeacTBa 3almnTbl MHpOPMaLMN OT YTEUKM
pacyeTa 3KOHO- WHdopMa- No TEXHUYECKNM KaHanam WM KOHTPOSs 3ddeKTUBHOCTUN 3a-
MWUYECKUX M CO- UuK,  OOKy- | LWUTbl MHGbOPpMaLUK; OpraHM3auunio 3allmTbl MHpopmaumm ot
uuasnbHo- MEHTOB YTEYKMN NO TEXHUYECKMM KaHanam Ha ob6bekTax uHdpopmatu-
9KOHOMUYECKMX 3auuu;
rokasaTenewu, YMeTb: nonb30oBaTbCs HOPMATMBHBIMKM [AOKYMEHTaMu Mo
XapakTepusyo- NPOTMBOOENCTBMIO TEXHMYECKOW pasBedke; OLeHMBaTb Ka-
LWMX TOBapHblE, 4eCTBO rOTOBOrO NPOrpamMmmMHoOro obecnevyeHuns;
dhakTopHblE " Brnagetb: meTogamum n cpeactBamMu TEXHUYECKOW 3alLUTbI
oUHaHCOBbLIE WHpopMaumm; MeTogamm pacveta U WHCTPYMEHTaNbHOro
PbIHKW, Ha KOTO- KOHTPOSS NokasaTenen TEXHUYECKON 3alLnTbl MHpopmaumn.
pbiX  OCYyLLEeCTB-
nsetcs aes-
TENbHOCTb  XO-
3ANCTBYHOLLMX
cybbekToB




MK-4 |CnocobeH  wuc-|lMK-4.1 |MpoBoauT 3HaTb: cpeacTea U MeTOoAbl NpeaoTBpaLLeHns U obHapyxe-
nonb3oBatb AnNg NHGOPMaLM- |HUS BTOPXKEHWI; TEXHUYECKME KaHanbl yTeYKM MHbopMauuu;
pelleHns aHanu- OHHbIN MOWUCK | BOBMOXXHOCTU TEXHUYECKUX CpeacTB nepexsaTta nHdopma-
TUYECKUX U Npu- Ang  pelle-|umm; cnocobbl 1 cpeacTea 3almTbl MHPOPMaUUK OT YTEYKU
KnagHbIX  3agad HUS  MCCne-| N0 TEXHUYECKUM KaHamnam u KOHTponsa adpekTMBHOCTM 3a-
COBpPEMEHHbIE poBaTtenb- | WUTbl HCbOpMaLMK; OpraHn3aumio 3awmuTbl MHopmMaumm oT
TeXHU4Yeckne CKMX 3afayv C|yTeuyku Nno TEXHUYECKUM KaHanaMm Ha obbekTax MHpopmaTu-
cpeactBa U WH- NCNonb3oBa- |3auumu;
dhopMaLMOoHHbIEe HMEM OTKPbI-|YMETb: MNOMb30BaTbCA HOPMaTUBHbIMW OOKYMEHTaMWU Mo
TexXHOMnormm TbIX  UCTOY- |NPOTMBOAENCTBUIO TEXHUYECKOW pasBefke; OLeHMBaTb Ka-

HMKOB WH-|4eCTBO roTOBOro NporpaMmmHoro obecrneveHus;
dopmaummn 1 |BnageTtb: MeTogamn M CpeacTBaMM TEXHUYECKOM 3aLUUTbI
crneunanuaun- (MHopmMauum; Metogamm pacyetTa U MHCTPYMEHTanbHOro
POBaHHbIX KOHTPONSA nokasarenen TEXHNYECKON 3alLnTbl MHopMaLuu.
0a3 gaHHbIX

MK-4.4 |ObpabaTtbl- |3HaTb: cpeacTBa U MeToAbl NPeaoTBpaLleHns 1 oGHapyxe-
BaeT  MOny-|HWUS BTOPXKEHWI; TEXHUYECKME KaHanbl yTeYKM MHpopmMauuu;

YeHHble AaH-
Hble C WuC-
nonb30BaHW-
eMm  coBpe-
MEHHBbIX Me-
TOOOB  aHa-
nmsa WH-
cdopmaumn

BO3MOXXHOCTUN TEXHUYECKMX CPEACTB nepexeaTta WHdopma-
uum; cnocobbl U CpeacTBa 3alUTbl MHPOPMaLUKN OT YTEYKM
No TEXHUYECKMM KaHaram U KOHTponsi 3addEeKTUBHOCTM 3a-
LWNTBI MHOpMaLMK; OpraHn3aumio 3awmTbl MHdopMaumm oT
YyTEYKN NO TEXHMYECKUM KaHanaMm Ha obbekTax MHpopmaTu-
3auuu;

YMeTb: NOMb30BaTbCsl HOPMATMBHBIMW OOKYMEHTaMu Mo
NPOTUBOOENCTBUIO TEXHNYECKOM pasBedKke; OLeHMBaTb Ka-
4YeCTBO rOTOBOro NPOrpaMMHOro obecneveHus;

BnageTtb: metogamm n cpeacTtBamMm TEXHUYECKOW 3allUMTbl
WHpopMaumMM; MeTogamm pacHeTa U WHCTPYMEHTalNbHOro
KOHTPONS nokasartenen TEXHNYECKON 3alLnTbl MHOpMaLmK.

12. O6bemM ancuunnuHbl B 3a4eTHbIX eagnHuuyax/yac. — 3 3ET/ 108 vac.
dopma NPoMeXXyTOUYHOM aTTecTaLmm 3a4eT C OLIEHKON
13. TpypoemMkocTb No Bugam y4ebHown paboTbi:

TpyaoemMKocTb
Bua y4ebHon paboThl Beero Mo cemecTpam
3 cemecTp

AyaNTOPHbIE 3aHATUS 28 28
B TOM 4mncne: NEKLM 14 14
npakTuyeckme 14 14
CamocTtosTenbHas paboTa 80 80

dopma NpoMEXYTOYHOW aTTecTaumm 3a4eT C OLIeHKOoM 3a4eT C OLIeHKoM
NTtoro: 108 108

13.1 CopepxaHme AUCUUNIINHDbI

Peanusauus pasge-

Ne | HaumeHoBaHue pas- na AUCUUNNUHbI C
CogaepxaHue pasgena gucUmniivHbl <
n/n| Agena AMCUMNUHBI MOMOLLbKO OHMNaMH-
Kypca, QYMK*
1. Nekunn
1.1 | MexayHapoaHble CrangapTbl B ob6nactv nHcpopmaumoHHon 6e3onacHoCTw.

cTaHOapTbl MHGOpP-
MaLMOHHOro obmeHa.
MoHsiTWE Yrposbi.
NHpopmaLmoHHas
©e30nacHoCTb B

MexayHapoaHble cTaH4apTbl MHPOPMALMOHHOIO obmeHa.
MoHATre yrposbl, ataku. [MobanbHble ceTn 1 MHpopmaum-
OHHas 6e30nacHoCTb.




YCIoBUSIX
PYHKLMOHMPOBaHNA B
Poccnn  rmoGanbHbIX
ceTen.

1.2

Tpun BMAA BO3MOXHbIX
HapyLleHun  nHGOop-
MaLMOHHOW CUCTEMBI.
3awmTa.

Tpw BUAa BO3MOXHbIX HapyLLEeHWUA MHCbopMaLMOHHOM 6e3-
onacHocTu. 3 coctaBnaowmx b - LenocTHoCTb, A0CTYN-
HOCTb, KOH(bMAEeHUMaNbHOCTb. 3almTa NHOOPMAaLIMOHHOWN
CUCTEMBI OT Yrpoa.

13

HasHnaueHue n 3agaun
B cdepe obecneve-
HMA  MHGOPMAaLMOH-
Hon Be3onacHocTn Ha
YPOBHE rocygapcraa.

Cxema nocTpoeHust HhbopMaLMOHHON 6e30MacHOCTM Ha
ypOBHe rocygapcrea. HasHadeHue v 3agaym B cpepe
obecneyeHuss 6esonacHocTn. CneumarnbHble oTAeNbl U UX
yHKLMKN B npoLecce obecneyeHns MHOpMaLMOHHON
Ge3onacHocTu rocyaapcTea. BoeHHble nogpasaeneHuns B
chepe nHpopmaumoHHon 6e30nacHOCTI.

14

TakcoHoMna HapyLue-
HUA  MHGOPMALMOH-
HoW 6esonacHocTn
BbIYMCIINUTENBHON CU-
CTeEMbl W MNPUYUHbI,
obycnasnueatoLLme

NX CyLLEeCTBOBaHME

MoHATHe TakcoHOMUKM HapyLueHus 6e3onacHocTu. Mpuyn-
Hbl HapyLleHMsa nHdopMaLmoHHon 6e3onacHocTn. Ayant
COObITMI B pamKax MHPOPMaLMOHHOW CUCTEMBbI.

1.5|Metoabl  kpunTorpa- | Kpuntorpadus, KpuntoaHanua. OCHOBHbIE NOHSTUS KPUM-
dun Tonoruun. Mctopus wndposaHus. Micnone3oBaHue Wndpo-
BaHMS pasnnyHbIMK MeTogamu. PaccmoTpeHue cokpbITua
nHpopmaumm Tabnmuen Bunxepa. MNporpammbl 4ns Kpun-
Torpadumn. SNeKTpoHHas LmdpoBas Noanuch.
1.6|OcHoBHble  TexXHOMNO-| OCHOBHbIE TEXHOMOrMM NOCTPOEHMUS 3aLLMLLEHHBIX CUCTEM.

MM MOCTPOEHUs 3a-
LLMLLEHHBIX CUCTEM

dusnyeckme yctponctea. Vx Bugpl n ncnomns3osaHue. lNpo-
rpaMMHble nakeTbl. Buapl nporpaMmMHbIX NakeToB A1
obecneyeHuns 3almLeHHON cnuctemsl. NpaBoBble 0COBEH-
HOCTM UCMONb30BaHWA CPEACTB NHGOPMALIMOHHON 3aLLm-
Thbl.

1.7|Mecto  uHopmauu- | MHdpopmaumoHHas 6e3onacHOCTb CTpaHbl. 3aluTa 3KOHO-
OHHOM ©e3onacHOCTU | Mu4ecknx cnctem. ObmeH KoHbmaeHLManbHoOM nHdopma-
9KOHOMUYECKMX umen. CTpykTtypa 6aHKOBCKUX MHGOPMALIMOHHBIX CUCTEM B
cucteM B Hauwmo-|obnactu 3awmTbl MHopmaumm. BakHOCTb 3aLUmTbl 9KOHO-
HanbHOM 6e30NacHO- | MMYECKUX CUCTEM. DNEKTPOHHbIE AeHbIM U 6e30MacHOCTb
CTW CTPaHbI dmHaHcoBbIX NepeBoaoB. KoHuenuusa nHpopmMaLmMoHHON

6e3onacHocTn. OCHOBHbIE CBEAEHMS 1 NONOXEHUS.
2. lMpakKkTnyeckmne 3aHaATUSNA
2.1|Bugbl  npoTuBHMKOB |[MOHATME HapyLLUMTENS MHPOPMALIMOHHON 6Ee30MacHOCTU.

NN «HapyLmTenemny.

Xakepbl. Bugbl xakepoB. [Npumepbl xakepcknx atak. Bupy-

MNMoHATME O  BWAax|Chbl Kak Kracc BPeAOHOCHOrO NporpaMMHOro obecneveHus.
BMPYCOB Buabl BUpYCOB 1 X Knaccudmkaums.

2.2 | OCHOBHble HopMa- |[loHsTHe rocygapCTBEHHOW, KOMMEPYECKOW, NMUYHON Tau-
TUBHbIE pyKOBOAsLLUME |Hbl. OCHOBHbIE HOPMATUBHbIE AOKYMEHTbI B 3TOM 06nactu.
AOKYMeHTbI,  Kacato- | PaccekpeumBaHne JOKYMEHTOB. YPOBEHb TauHbI.

Lwmecs rocynap-
CTBEHHOM TaWHbI,
HOpMaTUBHO-
CrnpaBoYHble  [OOKY-
MEHTbI
2.3|OcHoBHble  nonoxe-| OCHOBHbIE NONOXEHUSA TEOPUN MHAPOPMALMOHHON Be3-

HUA Teopun WHMOpP-
MauuoHHon 6Ge3onac-
HocTn. Mopgenun Oes-

onacHocTu. AHanu3 pasnuyHbiX Mogenen 6esonacHocTy,
Kak aAnst KpynHoro oobekTa, Tak U Ans OTHOCUTENBHO He-
OonbLion komnaHuu. Mogenn 6e3onacHOCTU AN Jomall-




onacHoCctTM n unx npu-
MEeHEHNne

Hen MHopMaLUMOHHON cucTtemsl. [NpuMeHeHne MeToaoB
NHGOPMaLIMOHHOM 6e30NacHOCTML.

2.4

N3mepeHne pesynb-
TaToB 3KOHOMWYECKOW
aesTensHocTn. Bano-
BOW BHYTPEHHWI Mpo-
AYKT W ero ucuyucne-
Hue. [pyrne makpo-
3KOHOMUYECKME MOoKa-
3arenu

MoHATMe TakcoHOMMKM HapyLleHusa 6esonacHocTn. [MNpuun-
Hbl HapyLeHns1 HopMaUMOHHOW GesonacHocTn. AyauTt
COObITMI B pamMKax MH(POPMaLMOHHOW CUCTEMBI.

2.5

AHanus cnocoboB
HapyLleHun  HGOop-
MauuoHHon ©Oe3onac-
HOCTM

AHanns pasnuyHbIX cnocoboB HapyLLIEHUN NHOPMALIMOH-
Hon 6e3onacHocTu. Xakepckue ataku, oTkasbl obopynoBa-
HMA B 06CNYXMBaHWUK, BHELLHWE (haKTOpPbI, BIMsoLWmne
NpSAIMO Ha MHPOPMaLMOHHYI0 6€30NaCHOCTb CUCTEM.

2.6|MeTtoagbl  kpunTorpa- | Kpyntorpadus, KpuntoaHanua. OCHOBHbIE NOHSATUS KpUM-
dun Tonoruun. Mctopus wndposaHus. Micnone3oBaHue Wndpo-
BaHMS pasnnyHbIMK MeTogamu. PaccmoTpeHue cokpbITUs
nHpopmaumm Tabnmuen Bunxepa. MNporpammel 4ns Kpun-
Torpadun. ANeKTpoHHasn LmdpoBas Noanuch.
2.7|OCHOBHble  TEXHOSO- | OCHOBHbIE TEXHOMNOMMM MNOCTPOEHUS 3aLLULLIEHHBIX CUCTEM.

MM MOCTPOEHUs 3a-
LLMLLEHHBIX CUCTEM

dusnyeckme yctponctea. Vx Bugpl n ncnons3osaHue. lNpo-
rpaMMHble nakeTbl. Buapl nporpaMMHbIX NakeToB A1
obecneyeHns 3alLmLLEHHON cucTemsbl. [NpaBoBble 0COOEH-
HOCTM UCMONb30BaHWA CPEACTB NHGOPMALIMOHHON 3aLLm-

Tbl.

13.2 Tembl (pasaenbl) AUCUUNNUHBI U BUAbI 3aHATUN

Buabl 3aHATUI (KONNMYECTBO 4acoB)
Ne HavnmeHoBaHWe TeMbl
CamocTodaTtensHas
n/n (pasgena) oucumnivHbl Jlekuuu | MNpakTuyeckme pa6oTa Bcero
MexayHapogHble ctTaHaapTbl MHGPOPMALMOHHOIO
obmeHa.
1. |ToHaTne yrposbl. MHpopmaumnoHHasa 6e3onacHoCTb 2 2 8 12
B YCNOBUSIX
dyHKUMOHMpoBaHWs B Poccum rnobasnbHbIX ceTen.
> Tpw BMAA BO3MOXHbIX HapyLUEHWNIA MHGOPMALMOH- > > 12 16
" |HOM cucTtembl. 3awmTa.
HasHaueHue 1 3agaumn B cdhepe obecneyeHmns uH-
3. | hopmaumnoHHoK Be3onacHOCTN Ha YpoBHE rocyaap- 2 2 12 16
cTBa.
TakcoHOMUST HapyLEeHUN NHOPMALIMOHHON Be3-
4. |onacHOCTU BbIMUCNIUTENTbHON CUCTEMbI U NPUYMHBI, 2 2 10 14
obycnasnmearLmne NX CyLLECTBOBaHUE
5. |MeTogbl kpuntorpadum 2 2 14 18
6. OCHOBHbIE TEXHOMNOrMN NOCTPOEHUS 3ALLNLLEHHBIX 5 5 12 16
CUCTEM
MecTo nHdopmaLmMoHHON 6e30MacHOCTM 3KOHOMMU-
7. |YECKMX CUCTEM B HauMoHanbHOM 6e3onacHocTn 2 2 12 16
CTpaHsb!
Wtoro: 14 14 80 108

14. MeToau4yeckue ykasaHmMAa Ans ooy4aroLWmnxca nNno 0CBOEHNO AUCLUNIIUHDI:

OCHOBOW YCMEeLIHOro OCBOEHUSI ANCUUNINHBI SIBNsieTc paboTa ¢ KOHCMeKTaMu Nekuui, ¢
OCHOBHOW pPEeKOMeHAYyeMOW nuTepaTypon Mo AUCLMMNIINHE, MOSTHOE U CBOEBPEMEHHOE BbINONHE-




HWe NpakTUYeCcKUX 3agaHuin No BCEM pasgenam AUCUMNANHBI, MONYYEHHbIM B XOA4€E NPaKTU4ECKNX
3aHATUN.

TecTupoBaHME B TEYEHME KaAXOOrN0 CEMECTpPa OCBOEHMS OUCUUNIMHBI, @ Takke 3agaHus
TeKkyLen aTTectaummn BKNOYAKT pa3obpaHHble Ha NPaKTUYECKNX 3aHATUSX NpakTudeckne 3aga-
HUS C BO3MOXXHbIMW HaACTPOMKamMK, pa3obpaHHbIMU B paMKax TEOPETUYECKUX 3aHATUN.

15. NepevyeHb OCHOBHOM U OOMNOJNIHUTENILHOW NUTepaTypbl, PECYpCOB UHTEpPHET, Heo6xo-
OUMbIX AN OCBOHUA AUCLUNSIUHDI

a) ocHOBHasi nuTeparypa:

Ne n/n |AcToYHUK

NHdopmaunoHHaa 6e3onacHoOCTb M 3awmuta nHgopmauum : yuebHoe nocobme ang crtyq. By3oB,
00yu. no cneunanobHocTn 230201 "MHdopmaunoHHble cucTeMbl 1 TexHonormn" / B.IN. MenbHuUKoB,
1 C.A. KnenmeHos, A.M. lMNeTtpakos ; nog pea. C.A. KnenmeHoa .— Mockea : ACADEMIA, 2006 .—
330 c. : un. — (Bbicwee npodeccmnoHanbsHoe obpasoBaHue. MiHdopmaTmka n BelYMCINTENbHANA
TexHuka) .— Bubnwuorp.: c. 327-328.

0) gononHuTenbHasa nuTepartypa:

Ne n/n MNcTouyHUK

NHdopmaumnoHHas 6e3onacHoOCTb 1 3awimTa nHdopmauum : yyebHoe nocobue ans cryq. , obyu.
no cneunanbHOcTK "MIHOPMALMOHHLIE CUCTEMBI U TEXHONOrMN" OHEB. 1 3a04. opm 00y4eHus /
FO.M. Kpakosckuii .— M. ; PoctoB H/[ : MapT, 2008 .— 287 c. : un .— (Y4ebHbin kypc) .— brnb-
nuorp.: ¢.221 .— ISBN 978-5-241-00925-8.

MHdopmaumroHHasa 6e3onacHOCTb U 3awmnTa nHpopmauumm : y4edbHoe nocobwue : [ons ctyg., oby-
yarwuxca no HanpaeneHuto "MpuknagHas nHdopmatuka"] / E.K. bapaHoea, A.B. babaw .— 4-e
2 n3a. nepepab. n gon. — Mocksa : PUOP : UHOPA-M, 2019 .— 334, [1] c. : un., Tabn. — (Bbicwee
obpasoBaHue) .— bubnuorp.: c. 327-330 .— ISBN 978-5-369-01761-6 .— ISBN 978-5-16-
013849-7.

B) MHPOPMALMOHHbIE 3NEKTPOHHO-00pa3oBaTenbHbIE pecypchbl (0duumnanbHble pecypcbl UHTEP-
HeT):

Ne /n Pecypc

8 |OBbC «YHuBepcuretckaa bubnmoreka onliney

9 3BC «JlaHb»

10 |OnekTpoHHO-6nbnmoteyHas cucrtema (A6C) BI'Yhttps://lib.vsu.ru/?p=4&t=8b

16. NMepeyeHb y4e6HO-MeTOAMYECKOrO 06ecneyeHUs Ans caMoCToATeNIbHOW paboThl

Ne n/n NcTo4uHUK

1

17. O6pasoBaTtefibHble TEXHOJNIOrMWU, UCNOSIb3yeMble MpPU peanusauum y4ye6HOM Aucum-
NfVHbI, BKIOYaA AUCTaHUMOHHble obpasoBaTtenbHble TexHonorum (OOT, anekTpoHHoe
oby4eHue (30), cmewaHHOe oGy4eHue):

Peanusauus y4ebHON AUCUMNIMHBLI NPeanonaraeT npMMeHeHne OUCTaHLUMOHHbIX 06paso-
BaTenbHbIX TexHonoruin (paboTy Ha obpasoBaTenbHOM nopTane «OMNeKTPOHHLIN YyHUBEpCUTeT
BIY»).

18. MaTepMaanO-TeXHM‘-IeCKOG obecneyeHne QUCLMUMIIUHI:

Y4yebHble ayguTopumn ansa nposeaeHnsa y4ebHbIX (TEKUNOHHBIX) 3aHATUIA, OCHaLLEeHHble ob6opyno-
BaHMEM U TEeXHUYECKUMM cpeacTBamu obydeHusi: cneumanu3vpoBaHHas Mebenb, NpoekTop,
3KpaH As1s NPoeKTopa, KOMMNbITEP C BO3MOXHOCTbIO NOAKMOYEHUs K ceTu "UHTepHeT", npoBoa-
HOWM MUKPOMOH, KOMMMEKT aKTUBHbIX TPOMKOrOBOPUTENEN



https://lib.vsu.ru/?p=4&t=8b

19.

OueHo4HbIe cpeacTBa ANA NpoBeAeHUsA TeKYLen N NPOMEXYTOYHOWN aTTecTaunm

MopAnokK OLEHKN 0CBOEHMS 06ydatoLwmnMmcs y4ebHoro matepuana onpeaenseTcsa coaep-
XaHneM cneayLmnx pasgenos ANCLUNNUHBIL

HanmeHoBaHue
Ne MHamnkatop(bl) poctmxkeHns | OueHo4Hble
n/n| PasAena ancun- KomneTenuusi(v) KOMNeTeHLUn cpeacrtea
NNuHLI (Mogyns)
MK-2 CnocobeH cobpatb 1 npoaHa- | MK-2.1 CobunpaeT n aHannsu-
nu3npoBaTb AaHHble Ans pacyeTa pyeT JaHHble ANng pacyeTa
3KOHOMMYECKMX 1 coLmarbHo- SKOHOMMHECKMX 1 coLnarbHO- MpUMepHbIi
SKOHOMMYECKMX NOKa3aTenemn, xapak- | 3KOHOMUYECKMX nokasaTternen,
TepuU3yoLWnxX ToBapHbIe, PakTOPHLIE U | XapaKTepusyoLnX CTPYKTYPY U nepetieHs
h1HaHCOBbIE PbIHKKU, Ha KOTOPbIX KOHBIOHKTYPY pbIHKa BONpPocos
OCYLLIeCTBAETCA AeATENbHOCTb XO-
3AMCTBYIOLUMX CYOBHEKTOB
MK-4.1 MNMpumeHsaeT nHgopma-
1 |Tembl 1-7 MK-4 CnocobeH nnaHupoBaTtb paboTy,| LUOHHO-KOMMYHUKaLMOHHbIE
BblOMpaTb METOAbI PELLEHMsI UCCrie- | TEXHOMornm Ans novcka n 06- | NprmepHbIv
AoBaTenbCKMX 3agay, NpoBoOANUTb UC- | MeHa HeobxoaMMow coumanb- | nepeyeHb
cnefoBaHMsA B paMKax peanusaumm | HO-9KOHOMUYECKOW MHopma- |  BONPOCOB
Hay4HOro NpoeKTa agekBaTHO MNOCTaB- | UMen AN peLleHus aHanutu-
NEHHbIM LIENAM C Y4ETOM LLUMPOKOrO | YECKUX U NpuKnagHblX 3agad
NOHUMaHMsA NpodeccnoHanbLHoOn 0b- MK-4.4 Ncnonb3yeT coBpe-
nactun oby4yeHus, B TOM Ymcrne Ha mMeHHoe MO ans pelweHnst
MEXANCLUMMIMHAPHOM YPOBHE 9KOHOMMYECKUX 3a4ay OLIEHKU
pvcka
MpymepHbIN
MpomexyToyHasa aTTectaums ) nepeseHb
dopma KOHTPOMs — 3a4€eT C OLEHKOM
BOMPOCOB
20. TwunoBble OLeHO4YHbIE CpeacTBa U MeToAUYECKUe MaTepuansl, onpeaensiowme

npoueaypbl OLeHMBaHUA

20.1 TekywWwmMin KOHTPOJSb YCNEBaeMOCTH
KoHTponb ycneBaeMocTu No AUCUMNAMHE OCYLLECTBASETCH C NOMOLLBIO Creaylowmx oue-

HOYHbIX CPEACTB: TeopeTMyeckme BonpocaMbl ANns npoBeaeHus cobecenoBaHus (MHOnBMAYanb-

HbI onpoc, bpoHTanbHasa 6ecena), martepmansl C NPaKTUYECKUMUN 3a4aHNSAMUN (KEWUCHI), TECTbI.
TekyLlas aTTecTaumsi NPOBOAUTCA B COOTBETCTBUM C [1onoxeHneM o TekyLen atrectaumm

oby4yarowmxcs nNo nporpaMmmam Bbicliero obpa3oBaHUA BOpOHEXCKOro rocygapCTBEHHOMO YHU-

BepcuTeTa.

KpuTepum oueHuBaHUS NpUBEAEHbI HUXKE.
dopMMpoBaHME OLIEHKM TEKYLLEro KOHTPOSIS YCNeBaeMOCTU U NPOMEXYTOYHOW aTTecTa-

umMnm no wutoram oOCBOEHUA AOUCUUNIINHBI

PENTUHIOBOWN OLEHKMN paboTbl CTyaeHTa.
KpuTepun oueHnBaHus npuBeaeHbl HUXE.

NOoO O, WN -

MpumepHbIM NnepeyvyeHb BONPOCOB Ans cobecenoBaHns:

. UTto Takoe nHdopmaynoHHas 6e3onacHoCcTb?
. Kakne npegnochbinku n uenm obecneyeHns nHdopmaumoHHom 6esonacHocTn?

. B 4em 3akntovatotca HaumMoHanbHble MHTEpeckl PO B MHpopmaunoHHon cepe?
. YTto BkntovaeT B cebs nHdpopmaumnoHHasa 6opbba?
. Kakne nytu pewennsa npobnem nHgpopmaunoHHon 6esonacHoctn PO cyuwiectBytoT?
. KakoBbl 06Lwwme npmHumnbl obecneveHns 3awmtbl MtHpopmMaumm?

. Kakne nmetotcsa Buabl yrpo3 MHopMaLumMoHHON 6e30nacHOCTM NpeanpuaTns (opraHusauumn)?

ocyulectendeTcd C wucnosfib3oBaHNeEM ©annbHo-




8. Kakne nctoyHunkn Hambonee pacnpoCTpaHeHHbIX Yyrpo3 MH(OPMaLMOHHON 6e30nacHOCTU Cy-
LLEeCTBYOT?

9. Kakme Bnabl ceTeBbiX atak UMerTca?

10.Kakmmun cnocobamu CHU3UTb yrpo3y CHUMHra NnakeTos?

11.Kakune mepbl No ycTpaHeHuto yrposbl IP-cnyduHra cywecTBytoT?

12.4Y710 BKkNtovaeT 6opbba ¢ aTakamm Ha YPOBHE NPUSIOKEHNA?

13.Kakue cywectBytoT npobnembl obecrneyeHnss 6€30MacHOCTU NOKanbHbIX BbIMUCIIUTENbHbBIX
ceten?

14.B 4yem 3aknoyaeTca pacnpegeneHHoe xpaHeHme ¢annos?

15.470 BKNtOYaOT B cebs TpeboBaHMs No 0b6ecnevyeHnto KOMMNIIEKCHOW CUCTEMbI MHOPMaLMOH-
Hon 6e3onacHocTn?

16.Kakune ypoBHM MH(POPMaLIMOHHOW 3aLuUTbI CYLLIECTBYIOT, UX OCHOBHbIE COCTaBnsaowme?

17.B 4yem 3aknovatoTca 3agaym kpuntorpadumn?

18.3a4eM HyXXHbI Krno4n?

19.Kakasa cxema wndgpoBaHMs HasbiBaeTCcs MHoOroangaBmMTHOM NOACTAHOBKOM?

20.Kakne cuctembl LUIMppOBaHUSA Bbl 3HaeTe?

21.4710 BknovaeT B cebs 3awmTta nHpopmaumm OT HECaHKLMOHMPOBAHHOIO JOCTyna?

22.B 4yem 3akntoyaloTcs AOCTOMHCTBA U HEAOCTaTKM NporpamMMHo-annapaTHbIX CPeacTB 3alluThbl
MHdopMaunmn?

23.Kakvne Buabl MEXaAHU3MOB 3alLMTbl MOryT ObITb peanu3oBaHbl A obecnevyeHns noeHTudu-
Kauum n aytTeHTudunkauum nonb3oBatenen?

24 Kakve 3agayn BbINOMNHAET nogcmncrema ynpasneHnsa JOCTynom?

25.Kakne TpeboBaHusa NpeabsaBnsoTCa K NoACMCTEME NPOTOKONNMPOBAHNA ayauTa?

26.Kakne Bnabl MEXaHU3MOB 3aLLMThl MOTyT ObITb peann3oBaHbl 4115

obecnevyeHnsa KOHpMOEHLMANbHOCTN AaHHbBIX U COOBLLEHNIN?

27.B 4yeMm 3aknoyaeTcsl KOHTPOSb Y4aCTHUKOB B3aUMOAENCTBUSA?

28.Kakne pyHKUMM BLINOSTHAET cnyxba pernctpaumm n HabnwogeHna?

29.4Y10 Takoe MHOpPMaLNOHHO-OMNACHbIE CUrHarbl, X OCHOBHbIE NapameTpbl?

30.Kakne TtpeboBaHMA HEOOXOOMMO BbIMNOMHATL MPU SKPAHUPOBAHUN MOMELLEHUA, NpeaHa3Ha-
YeHHbIX ANSA pasMeLLeHNs BbIYNCIIUTENBHON TEXHUKN?

31.Kakown npouecc Ha3blBaeTCsl ayTeHTUduKaunen nonb3osarens?

32.Kakne cxembl ayTeHTUpMKaUUKN Bbl 3HaeTe?

33.4YT1o Takoe cmapT-kapTbi?

34.Kakne TpeboBaHus NpeabsaBnalnTCa K COBPEMEHHbLIM KpUnTorpadnyecknmMm cuctemMam 3alluThbl
nHdopmaunmn?

35.4T0 Takoe cnmmeTpmyHaa Kpuntocuctema?

36.Kakne Bnabl CMMMETPUYHbIX KPUMTOCUCTEM CYLLIECTBYIOT?

37.4710 Takoe acuMmeTpuYHasa Kpuntocuctema?

38.410 NnoHnmaeTca nog oAHOCTOPOHHEN (PYHKUMEn?

39.Kak knaccunuumnpytotcs Kpuntorpaguyeckme anroputMbl MO CTOUKOCTU?

40.B yem 3akniovaeTca aHann3 HageXXHoOCTU KpUNTocucTem?

41.4710 Takoe anddepeHunanbHbIn KpUNToaHanmn3?

42.B yeMm CyLLHOCTb KpUnNTOaHanusa co CBA3aHHbIMU Krtoyamm?

43.B yeM CyLLHOCTb NMMHENHOro KpuntoaHanmsa?

44 Kakne aTakv U3HyTpu Bbl 3HaeTe?

45.Kakas nporpammMa Ha3bliBaeTCcsi normyeckomn 6omoomn?

46.Kakmumun cnocobamm MOXHO NpoBEPUTL cucteMy 6e3onacHoCTn?

47 .MT10 a9BNSieTCA OCHOBHbIMU XapaKkTepPUCTUKaMM TEXHUYECKUX CPEeACTB 3alunTbl UHOPMaUnmn?
48.Kakne TpeboBaHus NpeabABASOTCA K aBTOMATU3NPOBaAHHbIM CUCTEMAM TPeTbeNn rpynmnbl?
49.Kakne TpeboBaHus NpeabsBnslTCA K aBTOMaTU3MPOBAHHbIM CUCTEMaM 3aluTbl BTOPOM
rpynnoi?



50.Kakne TpeboBaHMA NpeabsaBNATCA K aBTOMaTU3MPOBAHHBLIM CUCTEMaM 3aluTbl NEpPBON
rpynnbi?

51.Kakume knaccol 3awmTbl MHPOPMaLMN OT HECAHKLUMOHMPOBAHHOIO AOCTyna Ans CpeacTB Bbl-
YNCNIUTENBbHOWN TEXHUKM nMmetoTca? OT Yero 3aBucuT BbIGOP Knacca 3awmweHHOCTN?

52.Kakne TpeboBaHus NpeabaBsOTCA K MEXCEeTEBbIM 3KpaHam?

53.Kakne nmetotca nokasateniv 3amueHHOCTU MeXCeTeBbIX IKPaHOB?

54 Kakne aTtakm cuMcTemMbl CHapYXu Bbl 3HaeTe?

55.Kakasi nporpamma HasblBaeTCcs BUPyCcCoOM?

56.Kakast ataka Ha3blBaeTCA atakom oTkasa B 06cnyxmBaHum?

57 .Kakue Bnabl BUPYCOB Bbl 3HaeTe?

58.Kakune Bmpycbl HasbliBalOTCA NapasnTUYECKUMN?

59.Kak pacnpocTtpaHaTcs BUPYChI?

60.Kakne metoabl 06HapyXeHnsa BUPYCOB Bbl 3HaeTe?

61.Kakasa nporpamma HasbiBaeTCs MOHMTOPOM obpalleHna?

62.Y10 NnpeacraBnaeT cobon JOMEH?

63.Kak ocywecTtsnsercsa 3awmta npu nomowwm ACL -cnuckos?

64 .Kakon cnnucok HasbiBaeTCcs nepeyHemM BO3MOXHOCTEN?

65.Kakne cnocobsbl 3almnTbl NepeyHen BO3MOXHOCTEN Bbl 3HaeTe?

66.13 4yero cocTouT BbICOKOHaAEXHas BbluMcnuTenoHas 6asa (TCB)?

67.Kakne mogenn MHOroypoBHEBOW 3aLiuUThbl Bbl 3HaeTe?

68.B yem 3aknovaeTca opraHmnsauus paboT no 3awmTe OT HECAHKLMOHUPOBAHHOIO AOCTyNa MH-
TEerpupoBaHHOM MHOPMALIMOHHON CUCTEMBI YyNpaBreHnst NnpeanpuaTnem?

69.Kakne xapakTepuCTUKM NOSIOXKEHbI B OCHOBY CUCTEMBbI Knaccudukaunum MHpoOpMaLMOHHbIX CU-
CTEeM ynpasreHust npeanpuaTnem?

70.Kakne 3agaun pewaeT cucteMa KomnbtoTepHon 6esonacHocTn?

71.Kakue nyTu 3awimTtbl UHpOpMaLUKM B NOKarnbHOW CETU CyLLECTBYIOT?

72.Kakve 3afaym pellaroT TEXHUYECKME cpeacTBa NPOTUBOLAENCTBUA IKOHOMUYECKOMY LUNMNMOHA-
xXy?

73.Kakon nopsgok opraHn3aumm cCMCTeMbl BuUAeoHabnoaeHna?

74 4710 BKtovaeT B cebs 3awmTa MHPOPMaLMOHHBIX CUCTEM C NOMOLLIbKO NNIaHMPOBaHUSA?
75.Kakne ycnosus paboTbl OLIEHMBAKOTCS NPU NIIaHUPOBaHNN?

76./13 kakux atanoB cocTtodAT paboTbl No obecneyeHmto nHdopmMmaunoHHon 6esonacHoCcTu npea-
npuaTnA?

77.410 Takoe MobunbHbIE NporpaMmmbI?

78.4T10 TAkoe KoHUenumsa noTokos?

79.4710 NnpencraensieT cobon MeToq «NeCOYHUL» ?

80.4YT1o Takoe nHtepnpetauma?

81.4YT0 Takoe nporpammbl ¢ NOANUCAMN?

82.41o npeacraBndaeT cobon 6esonacHoCcTb B cucteme Java?

83.HasoBuTe Heckonbko NpumepoB NonNuTuk 6esonacHocTtu naketa JDK 1.27

84 .Kakne mexgyHapogHble AOKYMEHTbI pernameHTUpYT AeaTenbHOCTb No obecneveHunto 3alum-
Tbl MHGOpMaLUN?

85.4710 NnoHMMalT NoAg NONNTUKOM MHAPOPMALMOHHON 6Ge3onacHOCTM?

86.4T0 BKMIOYAET B cebsi nonuTmMka MHopmaunoHHon 6esonacHoctn PP?

87.Kakne HopmaTuBHbIE LOKYMEHTbI P® onpefensitoT KOHUEeNUuio 3amTtbl MHopMaumm?



CooTHoLLeHnEe KputepumeB oLueHnBaHUA KOMMETEHLWHN, YPOBHA Cd)OpMI/IpOBﬁHHOVI KOMMETEHLUMI U LLKa-
bl OUeHBaHNA pe3ylbTaToB o6yquV|s=| Ansi 3a4eTa C OLEHKOM

YpoBeHb CHopMUPO- LUkana

KpVITepI/II/I OLIEHMBaHWSA KOMMNETEHLUMI . .
BaHHOWU KOMNETEHUNN OLIEHOK

MonHbIN, ncyepnbiBalOLLMIA, apryMEHTUPOBaHHLIN OTBET Ha BCe BOMPO-| [1o8biWeHHbIU ypo- | Omiu4yHo
cbl 1 3agaHunda. OTBETbl JOMKHbI OTNUYATLCA NOrMYeckon nocrnenosa- 8EHb
TEeNbHOCTbIO, YETKOCTbIO B BbIP@XEHUUM MbICIien U 0BOCHOBAHHOCTLIO
BbIBOAOB, OEMOHCTPUPYIOLLMX 3HAHWE UCTOYHWKOB OCHOBHOW W [OMNOM-
HUTENBHOW NUTEpaTypbl, NOHATUMAHOIO annapata U yMEHUss UMW MOMb-
30BaTbCs NpuU OTBETE.

MonHbIN, ncYepnbiBaOLWNA, apryMEHTUPOBaHHbLIA OTBET Ha BOMPOCHl M| ba3o8bil yposeHb Xopouwio
3agaHusa. OTBeTbl JOMKHbI OTNNYATLCA NOMMYHOCTLIO, YETKOCTLIO, 3Ha-
HMEM MOHATUAHOrO annapata u nuUTepaTypbl NP HE3HAYUTENBHLIX YMy-
LLIeHUSX NMpKY OTBETaX Ha BOMPOCHI U BbINOIHEHUN 3a4aHWN.

HenonHbix n cnabo apryMeHTUpOBaHHbIN OTBET, AEMOHCTpUpYLOLWMX | [lopozoenkili yposeHs | Ydoerie-

obLiee npeacTaBneHWe M 3fNeMeHTapHoe MOHMMaHue cyliecTsa Mno- meopu-

CTaBEHHbIX BOMPOCOB M 3adaHui, MOHATUMHOrO annapaTta v obsasa- mersibHO

TeNbHOW NNTEPATypPBbI.

Ob6yvarowunca geMOHCTPUPYET He3HaHMe U HEMOHMMaHue CyllecTBa - Heyado-

3K3aMeHaLMOHHbIX BOMpocoB. [Mpu BbICTaBNeHWM HeyLoBNETBOPUTENb- 8/1emeo-
HOWM OLEHKN npernogaBaTenb AOMMKEH OObACHUTL CTYOEHTY HegoCTaTKu pumersibHo
ero oTeeTa.

Kputepumn oueHku:

OueHKa «OTRAMYHO» BbLICTaBNAETCA NPU MOSHbIX, UCYEPMbIBAKOLWMX, apryMeHTUPOBaHHbIX
oTBeTax. OTBEeTbl AOMKHbI OTNMYATLCA NIOMMYECKON NOCreaoBaTeNbHOCTbLIO, YETKOCTbIO B Bblpa-
XXEHUN MbIcnen n 060CHOBAHHOCTBLIO BbIBOLOB, AEMOHCTPUPYIOWNX 3HAHUE MOHATUMHOrO anna-
paTta AUCLMNIIMHBI, TEOPETUYECKUX NMOSTOXEHUIA U YMEHUS NOfb30BaTbCHA UMW.

OueHKa «XopoLo» BbICTaBAAETCSA NPWU MNOSHbIX, apryMeHTMPOBaHHbIX OTBETax Ha BOMpPO-
cbl. OTBETbI AOMKHbI OTNINYATLCS JIOTMYHOCTBIO, YETKOCTbIO, 3HaHMEM MOHATUMHOrO annapaTa u
YMEHMS Nofb30BaTbCs UM.

OueHka «yaoBnNeTBOPUTENbHO» BbICTABMSAETCA NPU HEMOMHbIX U crabo aprymeHTupo-
BaHHbIX OTBETax, AEMOHCTpUpYLWNX obllee nNpeacTtaBneHne n anemMeHTapHoe NoHMMaHue Ccy-
LLlecTBa NOCTaBMEHHbIX BONPOCOB.

OueHka «HeyaoOBNEeTBOPUTENbHO» BbLICTaBNAETCA NPU HE3HAHUN U HEMOHUMAHWWU CTY-
AEHTOM CyLLeCTBa NOCTaBSIEHHbIX BOMPOCOB.

20.2. NMpomexyTo4yHasa atrecTaums

[MpomexxyToyHasa aTtTecTaums no AMCUUNIIMHE OCYLLIECTBNAETCA C MOMOLLBIO CrieayoLmnx
OLleHOYHbIX CpeCTB: NnepeveHb BOMPOCOB ANA NpoBeaeHUs NPOMEXYTOYHOM aTTecTaumm B opme
3a4yeTa C OLIeHKOW.

[nga oueHnBaHMA pesynbTaToB 0OY4YEeHMS Ha 3a4eTe UCMONb3YyTCH CneayoLme nokasaTenu:

- 3HaHMe MmaTepmana no Bonpocam n 3agaHnsiM KOHTPOSbHO-U3MEPUTENBHOrO MaTepmana;

- YMEHMe BblOeNATb CyLLeCTBEHHbIe MonoXeHus rno noctasneHHoMy B KMIMe Bonpocy u
npeacTaBneHHOMY 3aaHunto;

- YMEHM1e NPUMEHATb TeopeTUyeckue 3HaHNS ang aHanmnsa KOHKPETHbIX 3KOHOMUYECKUX CU-
Tyauun 1 peLleHns NpuKnagHbiX 3agaHni.

3ayeT C oueHKon npoBoanTcs B hopme cobeceoBaHmst NO BONpocaMm, n3yvyaembiM B Tede-
HWe cemecTpa 1 0bCyXaeHUN NPaKTUYECKON CUTyaumm

YpoBeHb CCPOPMUPOBAHHOCTM KOMMETEHLMI Ha NPOMEXYTOYHOW aTTecTaumm B popme 3ade-
Ta C OLIEHKOM OLEHMBAETCS MO LUKane: KOTSIMYHO», «XOPOLLO», «yA0BNETBOPUTENBHOY, KHEYaOo-
BNEeTBOPUTENbHO»







